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30 October 2014 

 

 

Disclaimer 

 
The London Stock Exchange Group has taken reasonable efforts to ensure that the 
information contained in this publication is correct at the time of going to press, but shall not 
be liable for decisions made in reliance on it. The London Stock Exchange Group will 
endeavour to provide notice to customers of changes being made to this document, but this 
notice cannot always be guaranteed. Therefore, please note that this publication may be 
updated at any time. The information contained is therefore for guidance only.
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1.0 Introduction 

Following the acquisition of MillenniumIT, the London Stock Exchange embarked on a 
programme of change that will see the Group’s equity markets migrate from the current 
TradElect/Infolect platform to Millennium Exchange – the multi-asset class, ultra-low latency 
platform of MillenniumIT.  

The first phase of this transition was the migration of the London Stock Exchange’s cash 
market. As part of the migration, the London Stock Exchange has reviewed its customer 
guidance on disaster recovery.  

1.1 Purpose 

The purpose of this document is to provide full overview of expected Millennium Exchange 
behaviour on failover to our Secondary Data Centre.  

1.2 Readership 

This document outlines the technical behaviour of the Millennium Exchange platform when 
failed over to the Secondary Data Centre.  

Clients should note that this document should be read in conjunction with MIT301, MIT302 and 
MIT303, which detail the behaviour of the market data platform when either a component or site 
fails.  

This document is particularly relevant to technical staff within the Exchange’s member firms, 
information vendors and other market participants.  

1.3 Document Series 

This document forms part of a series of documents providing an overview of the trading and 
information services available from the London Stock Exchange following the migration to 
Millennium Exchange.  

For reference, the full range of documents are outlined below: 

 

 MIT201 - Guide to the New Trading System 
o MIT202 – Trading Gateway (FIX 5.0) Specification 
o MIT203 – Native Trading Gateway Specification 
o MIT204 – Post Trade Gateway (FIX 5.0) Specification 
o MIT205 – Drop Copy Gateway (FIX 5.0) Specification 

 
 MIT301 - Guide to Market Data Services 

o MIT302 – FIX/FAST Message Specification 
o MIT303 – MITCH Message Specification 
o MIT304 - Regulatory News Service Specification 

 
 MIT401 - Reference Data Service Specification 
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 MIT501 – Guide to Testing Services  

o MIT502 - Guide to Application Certification 
o MIT503 - Certification Report 

 
 MIT601 – Guide to Trading Services Disaster Recovery (this document). 

 
 MIT701 – Guide to Sponsored Access 

 
The latest version of this document series can be found at the following link: 
 
http://www.londonstockexchange.com/products-and-services/millennium-
exchange/technicalinformation/technicalinformation.htm 

 

1.4 Document History 

This document has been through the following iterations: 

 

Issue Date Description 

1.0 3 November 2010 
First issue of this document published via the London 
Stock Exchange’s website and distributed to 
customers. 

1.1 31 October 2014 Amended to reflect rebranding ITCH to MITCH 

 
In subsequent issues, where amendments have been made to the previous version, these 
changes will be identified using a series of side bars as illustrated opposite. 

 
1.5 Enquiries 

Please contact your Technical Account Manager if you have any questions about the 
Millennium Exchange services outlined in this document. 

Technical Account Management can be contacted at: 
 

 Telephone: +44 (0)20 7797 3939 
 

 Email: londontam@lseg.com 
 

http://www.londonstockexchange.com/products-and-services/millennium-exchange/technicalinformation/technicalinformation.htm
http://www.londonstockexchange.com/products-and-services/millennium-exchange/technicalinformation/technicalinformation.htm
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2.0 Trading Gateway Failure 

 
Each participant connection (identified by CompID) will be enabled for access to the trading 
system via one or more Primary and Secondary Gateways for each trading interface; Native 
Trading, FIX Trading, Post Trade and Drop Copy. 

2.1 Loss of a Single Gateway 

In case of unexpected disconnection from the Primary Gateway participants should attempt to 
re-connect to the Primary Gateway a total of three times, with 3 seconds between each attempt 
before attempting to connect to the Secondary Gateway.  

Likewise, if there are further issues in connecting to the Secondary Gateway a total of three 
connection attempts, with 3 seconds between them, should be repeated.  

Assuming that re-connection to the Secondary Gateway can be achieved the following should 
be noted: 

2.2 General 

Participants with “Cancel on Disconnect” enabled should be aware that any orders sent by 
CompIDs connecting through a failed Primary Native Trading or FIX Trading Gateway will be 
deleted subject to the configuration adopted. 

 
2.3 FIX Gateways (Trading, Post Trade and Drop Copy) 

On re-connection the FIX Gateway will increment outbound (to the participant) message 
sequence numbers by a configurable amount1 to ensure that any messages in-flight at the time 
of failure can be recovered. 

Following log-on to the Gateway any Execution Reports or Trade Capture Reports generated by 
the system whilst participants are disconnected (including deletions due to Cancel on 
Disconnect) will automatically be re-sent. Up to 2000 messages can be sent in a single ‘block’. 
Should the number of messages that need to be re-sent exceed 2000 then only the last 2000 
messages will be re-sent. Customers will be required to send a Resend Request to recover the 
remaining messages. 

 
2.4 Native Trading Gateway 

Participants should first connect to the Real-Time channel before connecting to the Recovery 
Channel. Following this any missed messages or Execution Reports generated by the system 
whilst participants are disconnected can be recovered via a Missed Message Request. 
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2.5 No Connection Possible 

After six failed connection attempts (three on each Gateway) this may indicate a serious issue 
and the Exchange should be contacted for guidance. 

 
2.6 Loss of Both Gateways 

Should both Gateways fail then no connection will be possible to the MIT Exchange via either 
the Primary or the Secondary. Whilst the cause of the issue is resolved by the Exchange any 
Market Control actions and regular updates will be communicated via Service Announcements 
and the Incident Website. 

 
2.7 Recovery 

The Exchange will generally recover the Primary Gateway first. Dependent on the nature of the 
recovery FIX sequence numbers will either be maintained from the previous session or be re-
set to 1. This will be communicated to participants prior to re-connection.  

Once participants have re-connected then recovery actions should be identical to that for loss of 
a single Gateway. In addition, following recovery it is recommended that all participants should:  

 Carry out an Own Trade Download to confirm which trades have been sent to clearing 
and settlement  
 

 Carry out an Own Order Book Download to reconcile their view of the order book with 
that of MIT Exchange 
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3.0 Other Component Failure 

Millennium Exchange is made up of a number of components, with the exact system response 
to failure varying from component to component. Participants should be able to handle the 
following situations that may occur in the event of failure.  

 Temporary increase in message latency as a primary process fails over to its secondary  
 

 Complete loss of both primary and secondary major components (e.g. Matching 
Engine) resulting in an automatic Session Halt for impacted instruments, and any 
messages for these instruments rejected at the Gateways  

 
Recovery procedures and Market Control actions will vary according to the nature of the failure. 
Guidance will be communicated via Service Announcements and the Incident Website but 
participants should be prepared to:  

 Carry out an Own Trade Download to confirm which trades have been sent to clearing 
and settlement  

 Carry out an Own Order Book Download to reconcile their view of the order book with 
that of MIT Exchange or to no orders are currently active. 

4.0 Loss of Primary Site 

Millennium Exchange will operate in cold standby mode and in the event of total loss of the 
Primary Site the Exchange will activate the Disaster Recovery Site. This procedure is expected 
to take in the order of 2 hours. Any Market Control actions and regular updates will be 
communicated via Service Announcements and the Incident Website.  

Once the Disaster Recovery Site is active then all order and quote books will be cleared down 
and the trading system re-started. Following this, participants will be asked to connect to the 
Disaster Recovery Gateways.  

Participants should re-connect to their designated Primary Gateways using the same IP 
addressing as for the Primary Site. All FIX message sequence numbers will be reset to 1 on the 
Exchange FIX Gateways. Customers must also reset their outgoing sequence numbers to 1 
before reconnecting. The Exchange cannot guarantee that any re-sent messages from before 
the disaster will not be processed if customer outgoing sequence numbers are not re-set.  

In the event of disaster then only those trades that have been sent to participants via a Trade 
Capture Report from the Post Trade Gateway can be guaranteed to have been sent to clearing 
and settlement (if applicable). Participants should disregard any trades for which only an 
Execution Report has been sent prior to the disaster.  

Participants should note that no updated Execution Reports will be sent identifying those orders 
that have been deleted due to either ‘Cancel on Disconnect’ or the Exchange clearing down 
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order books as part of the recovery procedure. Any requests for missed messages on the 
Native Recovery channel will not return any messages from the Exchange.  

However once re-connected it is recommended that all participants should:  

 Carry out an Own Trade Download to confirm which trades have been sent to clearing 
and settlement 

 Carry out an Own Order Book Download to confirm that no orders are currently active. 
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