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VAN Accreditation Review

The exchange seeks to ensure that existing network, operational resilience & security levels are  maintained at all times when providing access to the Exchange’s systems via a VAN network. To achieve this, it’s become imperative for the VAN providers to:

· Complete a failover test once a year between their Primary & Secondary site and send results to van@lseg.com  

· Confirm once a year that they still comply with accreditation requirements to maintain their approved status by completing and returning the questionnaire below to van@lseg.com  

☐ The Vendor will continue to adhere to vendor obligations as outlined in section 6 of the VAN agreement. 

[bookmark: OLE_LINK1][bookmark: OLE_LINK5]☐ The Vendor maintains robust and resilient connectivity to allow each VAN customer to access the market and always has in place disaster recovery facilities replicating the live environment. 

☐ The Vendor has an incident management process in place to provide each VAN customer with full support for the resolution of both functional and technical issues in relation to the vendor network and associated software and hardware.

☐ The Vendor has security mechanisms in place to ensure that the Exchange’s systems, network and operational security levels are not compromised. Security must prohibit disclosures or non-authorised use of Data by vendor employees, agents and sub-contractors so that any disclosure and use is restricted to those vendor employees, agents and sub-contractors who require disclosure and use of the Data for discharging their obligations under this Agreement (including supplying services to vendor customers).

☐ The Vendor has network controls in place to only permit authorised customers IP access to authorised exchange systems, ensuring that no unauthorised traffic is forwarded to Exchange network and no Exchange traffic is forwarded to any unauthorised networks.
 
[bookmark: OLE_LINK6]☐ The Vendor has mechanism for authenticating VAN customer access to the Vendor Network. All messages identified as originating from a VAN customer must only originate from authorised individuals within that organisation and the vendor will keep accurate record of all the messages received from and sent to each VAC by the Vendor or via the Vendor Network.

☐ The vendor must not notify a VAN customer that a message has been received or accepted by the Exchange until the vendor has received an acknowledgement from the Exchange that this is the case. 

☐ Where there is a failure which delays or prevents Input Data from being submitted to the Exchange or Output Data being submitted to a VAN customer, the vendor must notify the Exchange and each affected VAN customer immediately and shall supply at the same time details of the cause of such failure or delay (where known) including details of the affected Data and its current status.


	Signed for and behalf of the Vendor Access Network Provider 
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